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Preface
Guest editor’s introduction:
Special issue on Modelling and Verification
of Cryptographic Protocols
This special issue provides a broad coverage of the role of formal methods in the mod-
elling and verification of cryptographic protocols. Various models have been considered
based on, e.g., synchronous, asynchronous, probabilistic, and resource bounded computa-
tion. A number of questions arise in these frameworks including the relationships among
the notions of security formulated in the various models, the design of compositional equi-
valences, the development of effective verification methodologies, abstraction techniques,
and automatic tools.
The paper by M. Backes builds on the notion of simulatability which is one of the
central tools to bridge the gap between logical models and complexity-theoretic models.
In this context, the author considers synchronous and asynchronous models and shows that
the former can be regarded as a special case of the latter.
The paper by R. Chadha et al. relies on a game-theoretic approach to analyse contract
signing protocols and proves a basic impossibility result which can be formulated as fol-
lows: in any fair, optimistic, timely protocol, an optimistic player yields and advantage to
the opponent.
The paper by J. Goubault-Larrecq et al. studies the representation of cryptographic pro-
tocols with modular exponentiation in certain Horn clauses modulo associativity and com-
mutativity and introduces a suitable resolution procedure.
The paper by N. Evans et al. presents a formalisation of the so-called rank theorem in
the PVS theorem prover which gives sufficient conditions to verify secrecy or authenticity
for cryptographic protocols modelled in the CSP process algebra.
Finally, the paper by B. Aziz et al. describes a non-standard denotational semantics for
the spi-calculus that serves as a foundation for the design of static analysis tools.
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